
704 E. Main 51. • Lake Mills, IA 50450

January 25, 2010

·(A;/(H FILE COpy ORIGIN \
Winnebago Cooperative

Telecom Association

Phone: 641.592.6105· Fax: 641.592.6102
E-Mail: wcta@wctatel.net

Commision's Secretary, Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th SI. SW, Suite TW-A325
Washington, DC 20554

RE: Certification of CPNI Filing (December 31. 2009)
EB·Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006, Winnebago Cooperative Telecom Association hereby files its most recent
certification regarding its compliance with the rules of the Federal Communications Commission
set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 641-592-6105.

Sincerely,

~~!td'2/-£~
Terry Wegener
General Manager/Executive Vice President

cc: Best Copy and Printing, Inc. - via FCC@BCPIWEB.COM

~ ;..
L:_,· ;~-J-'~,.



ANNUAL 47 C.F.R. § 64.2009(E) CPNI Cerftification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2009

January 25, 2010

Name of Company covered by this certification: Winnebago Cooperative Telecom Association

Form 499 Filer ID: 801903

Name of signatory: Terry Wegener

Title of signatory: General Manager/Executive Vice President

I, Terry Wegener, certify that I am an officer of the company named above, and acting as an
agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI
rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification, as Exhibit 1, is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements set forth
in section 64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year. Companies must report on any information that they have
with respect to the processes pretexters are using to attempt to access CPNI, and what steps
companies are taking to protect CPNI.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI (number of customer complaints a company has received related
to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down by category
or complaint, e.g., instances of improper access by employees, instances of improper disclosure
to individuals not authorized to receive the information, or instances of improprer access to
online information by individuals not authorized to view the information).

~d<A"~~ ,/
Terryw ener
General Manager/Executive Vice President



Winnebago Cooperative 1 e'ecom Association
704 East Main Street

Lake Mills, Iowa 50450

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification

EB Docket No. 06·36

Annual 64.2009(e) CPNI Certification for 2009

Date: January 25, 2010

This filing is being made by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. § 64.2009(e).

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Company Name Form 499 Filer ID

Winnebago Cooperative Telecom 801903
Association

WCTA Wireless, Inc. N/A

Winnebago Transport Services, Inc. 801904

Miller Telephone Company 805404

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates" of the Company. Where appropriate or required, the
Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

~7l<~Terry WMener~
General Manager/Executive Vice President



Winnebago Cooperative Telecom Association
704 East Main Street

Lake Mills. Iowa 50450

Exhibit I

Arromp3nying St3tement

Wlnnebago Cooperatlve Te]ecClul AssoCIation ("Colllp.my") mJinuins tile follOWJJlg operdLlIlg procednres
10 (']1 sure C01l1plUllCe wnh the rules set fort.h in 47 (.'.F R P::J~1 61, SubpJrt U:

Section 64.2005 Use 01 nlstomer proprietary nelwork inform<llion without customer
approval.

(d) Any H'.1ecomnnlllicatioTIs canier mJy use, disclose, or pemlil <lccess 10 ePNl for the pllTpose of
providing or l11Jrkeling service offerings among the cdtegories of service (i.e. lOCJL interexchange, and
CMRS) 10 whlch the customer already subscribes from the SllUle carrier, without Cllstomer approval

I.]) If J teleconnnuIllcalions CaIner provides different Categories of service, dlJd <.l customer
sllbscnbes io Ulare than one category of sefVlce offered by tbe carner, the carner is pennilted to share
ePNl amon~ tJ)e cdJTier's affiliated entIties that provide a service offermg to lhe customer

(2) lf a telecommunications carrier provldes different categories of service. 'mt a Cllstomer does
lIot subscribe to more than one offering by the carrier, tl)e carrier is not pemll11ed 10 share CPNJ with lts
,ltTili,lIes, except as prOVided in §64 2007(b)

(b) A telecommnnicauons canicr may not use, disclose, or permit access to CPNJ to miukel to a
customer serVlCe offerings that are Wltbin a category of service 10 which the subscnber does 1101 already
:Jubscribe frOlD l.hJt carrier, unless lbat carrieJ llJS customer dpprovJl to do so, except dS described in

paragraph(c) of this sectioll.

(I) A wireless provider may use, disclose, or permit access 10 ePN] denved from its provlslon of
CMRS, withom CllstOlner JpprovJl, for the provision of ePE <Iud infornutioll ~crvlce(s) A WlTehllt carner
l1l8y use, disclose or permil dccess to CPNl derived from its prOVlSlon of 10c81 exchange service or
111lerexchange se.rVlee, without Cl1stomer approval. for the provision of CPE dnd call dI1SWeri..ng, voice illJil
or meSSJgmg, voice storage and retrieval SC.JVlces, fJx store aod forward, and protocol conversion

(2) A Ir]econulHmlC<.IlIOJlS CUTler may ]JO[ use. disclose, or permit access [0 CPNI [Q idclltify or
crack Cl1st01ners that call competing service providers For eXilmple, ,1 local exclldnge cdITJer may not lJse
local service CPN] to track all cnstomets tiltH call locd} service competitors

(c) A ',elecommunications carrier lllay use. disclose. or perlllit access to ePN). witboUl customer

dppmva!. as descnbed ill tlllS paragrapb (c)

(I) A lelecommlJD1CJtlOlls c;UTier may USl:, dJsclose. or pcnmt access 10 ePNl, withom CUSlOmer
JpprovaL in l1s proviSJOn of inside wirmg inslallatJon, mainteniillce, and repJIr scrVICES

(21 CMRS proViders may usc, dlsclose, or pernnl access to ePNl for tllC purpose of conduCling
reseJrch on the hedlth effects ofCMRS

(3) LECs. CMRS prOVIders, and m[ercoJluecled VoIP providers J1ldy use CPN!. Wilholll customer
Jpproval. [0 markel services formerly knovm as ad]unu-to-basic serVlCes, slJch as. bm no1 lunited 10. speed



dldlmg, compmer~provided direcLory dssis\<:lI1ce. cdll monltormg, (,i:lll trdcing. c<lll blocking, u111 return.
J cpeat dialing, cillllJi:lcking. call \vaiting. cJller J D, call forwJrdln~1,. tlnd cel1alll Celln ex fCdl1lJCS

(d) A ItkcoDllllUlllc,-llions (';lTT1CJ may lIse. dIsclose OJ PCJlllll Jcress 10 ePNJ [a PIOteCI 11K rIghts

or propeny o1t.hc CJTTICL OJ (0 protect Ilsers oflhose servIces ",HI olller (dJTlers hom frdud111ent. ahllslvc or

nnldwtul1\se of or snbscnpuon 10. such serVlces.

The Company !las adopted specift(' CPNJ policies to el1Sllre l/rat, ill Ihe abse/lu! of fl/slo1J1er ([jJprov([I,
rPNJ is ollly IIst'n by the C01JljJmlY 10 provine ",. marker servile l~fferiJrgs ([mollR the l'(l/eguries of
St'rvil'e (i. e.. loc([), iuterexdlQl1ge, alld CAIR~) 10 ,..,hid, flri! l"llstomer ([Irefuly subscribes. TIre
Company's CPNI polides proltibit the sharillg f~r CPNJ lVilh affiliated companil!S, e.\':ept as permitted
u/lder RIlle 64.2005(a){l) or with fllslomer approval purs"mt! to Rule 64.2007(b). Tire only e..weptiolls
f 0 these policies are as permitted lffl(ier 47 U.S. C. §' 222(d) ann Rule 64.2005.

Section 64.2007 Approval required for nse of customer proprietary network information.

(J) A telecommunications carrier lllJy oblain Jpproval through \wiuen. oral or ejectronic

metJlods

(]) A telecommunIcations carrier relying on ora! Jpprovdl Shdll bear the b1udcn of demonstrating
Lhat s\\eh Jpproval has been given in eomplJanee with tJlt Commission's mles III this pan

(2) Approval or dlsapproval to usc, disclose, or permit dceess 10 J customer's CPNl obtamed by a
lelecomnnmicdtlOns carrier mnst reUl,Hn in effect Ilmill.llc customer revokes or hmits such Jpprovdl or
dIsapproval

(3) A lelecommllillcalions CdITlef must Hldultdin records of dpprovdl. whetJ1er oral, wrillen OJ

decLrolllc, for dtlellst one ye,H

111 all fin·umstances whae customer approval is I-equired 10 use, disdose or permit au-ess to CPNJ, .he
Company's CPNJ polh'ies require IIJat tbe Company obtai" custmner approval t/trough written, oral or
eleUrtmic meLlwns ill fompliam:e witlt Rule 64.2007. A wsromer's appwval or disapproval remains ;/1
ejfeff lilltil tIJe cuslomer revokes or limits tile approval or disapprovaL The Company maintains records
of Clts(omer approval (wlret/wl' written, oral iJr electronic) fiJI' (llIIillimll1lJ oIrme year.

(b) U..:.e of Opr- Out and Opt In Approval Punes.we.; A lelecomlllUllicmions Cdnlet llUY, subject
\0 Op1-0Ul approval or opt-in approva!. use i1S cuSlomer·, u,dlv,dlldlly identIfiable ePNI for the purpose of

marketi.ng corumunJcatJons-reiated services to that cnstomer A lelecomnnmicatiolls carrier may. Sl1bjeC1to
Opt-Olll approval or opt-i.n approYdl, disclose lts customer's mdivldllally identifiable ePN}, for the purpose
cfmarketing (cmmu..l}icaticn:-:-rd:H~dser'.'1ces to lbat customer, to;:s Jge."1ts and j15 dffihii\CS u~at provide
communicalioDs-reLned services A teleconmmnicJtlOlT5. Cilrner Illay also perruit such person or entities to
obtai.n access lo such ePNl for such purposes Except for lise dod disclosure of ePNJ th,H is permincd
withoU1 customer approvdl under sectJon §64.200S, or thilt 15 described in this paragraph, or as otherwlse
provIded m section 222 of the Communications Act of ]934, dS JIlHllded, a telecommunications carrier
may only use, disclose, or pemlit access Lo its customer"~) IlldlVidudlly identifiable CPNl subject to opl-in

ilpprOVJ]

En:ept as otllenllise permi(fed unner Rille 64.2005, III!:' CompmlJ's CPNJ poli6es require 'har fire
CompallY obtain a customer's "opt out" or "Opl ill" (lpproval pursuant to Rule 64.2007(b) before lhe
Company may lise CPNT to markft f:UlllJlJuf';i-atious-teJuted service.' or dist/ose CPNI fc) its agents c)r
affiliates thar provint' l:ommunicallOllS-reJated services fflr marketiu,J; purposes. rite Company does HO!

lise CPN] lor allY ather pUJposes, ([lid does IIO! disl'/c)'i(! or grant "lTess 10 ePN] !o aHY lJ(her paJ1y.
except a.I permitted IInder 47 u.s.c. § 222(d) and Rille 64.2001.



Section 64.2008 Notice required for nse of customer proprietary network inform:ltioll.

ill') ,\'olrji(o{101l Gf'/lfrrtlh (1) Prior HI dlly soJJC1Ll't\on 1m [ll:)[Olllcr ')!1pJlJv.JL d

It]cCOlnnlllJl1CilHOIlS carTler must provIde n01JlicJlioll 10 \he C11SIOIl1Cl oj Ihe c\I::,wl1lcr's rlglil to reSlllCl ll~.L

01. dlSclosc oL ,md ,Kcess 10 tlut customer"s CPNI

(2) A telecommnniullions carrier mllSt maintain records of notification. wbetber oral. wrinen OJ

elenroOlc' for at least onE year-

(b) IndivlduJl notlce to CllSlOmers lllUSI be provided when sollclIUlg dpproV<1} to usc, dJsclose, or
pennit access 10 cusrorners' CPNI

(c) ContellT of NO!lce Customer notification lllUSt provlde sufficlEm mfonndtion 10 enable the
C'<lstomer to T::1ake 811 infoDl1ed decision ,is [0 whether 10 penn:t J clTTier (0 me, disclose, or permit llccess
[0, the customer's ePNJ

(1) The notificatIon must slate thJl Ihe cllslOmcr hJS J fight. ,md the carrier has d duty, wlc\cr
fedcr"1 I"w. to protect U,e confidenudlity of ePNI

(2) The notificmion musl specify the types of lllfoTlllJtion that conSlil1l1e CPNI and the specific
entities that will receive the CPNL describe the pllTposes for wJllch CPN] will be llsed, dnd mfonn the
customer of his aT her right to disappro\le Ihose llses, rind deny or wltll<rraW access to ePN] 8t any Illne

(3) The Jlotificlltion must advlse lhe cllstomer oftlle precise sieps the customer must take ill order
10 grant or deny access to CPNL and must clearly stllte that d deuial of approvlII will not affect the
provision of any services 10 which the Cllstomtr subscribes However, CJJTlefS indY provide a brief
stdtemellt, in a clear and nell1ral language. describmg consequences directly resulting from the lack of
"ccecs to ePN]

(4) TIle notification mnst be comprehensible and musl not be misleading

(5) If written notlf]cation IS provlded, tlle nOllce must be clearly legible, use sufficlently large
t-ypl:, Jnd be plJced in all area so dS lO be reJdily app,:n-ellito a cuslomer

(6) ]f any portion of J notification is translated nllO d]lother IJnguage, tllen <lll pori ions of the
notification lllUst be translated into IJ131 language_

(7) A carrier may stelte in tlle nOllficdllon thJlthe customer',:, Jpproval to use CPNlmay enbilllCe
tlJe canler's ability to offer prOdllC[S and services uilored to the cnstomer's needs A CJrrleT also Jllay slate
111 the notification tlla\ illl1ay be compelled 10 dlsLlose ePN] to iJllY perSOl} upon Jffirmauve written requesl

(8) A c;Jrrier may not in dude ill tlle notificJtion (lny sUlement attempting to enconrage a customer
to freen tlllrd-pdr1y access to CPN]

(9) The notification must Slate tllJl <lily Jpprovdl, or delllaJ of jlpprovJl for the nsc of ePN]
outside of the service to wInd1 the customer alrelldy subscribes from t11m carrier is Valid until the customer
affirmatively revokes or hmils sncll dpprova] or delllJI

(lO) A telecommuTIlca'.Ions canler's solicitatIon ruT JpprovJl musl be proX.llTld\<:; to tIle
notjfiCJlion of a CllSlomer's CPN] nghts

The Company's CPNI policies require ,1Ial customers be IIot(jied of Ilreir r;g!lts, and the Company's
obligations, with respl!l"l to CPNJ prior to all)' solil"itarioll for ulsllJlIler approvaL All required tustomer
!wtifes (whether writteu, oral ur e1edronil) l'omply \VillI 'he requirements or Rille 64.2008. The
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Company maintaills records (~r all reqllired Cllsf01/lr:1" 1I0tires (whether }~rilleJl, omlor eJe('lrollh) for a
minimum ofone year.

(d) NO/l{c RelJUll"cl!lt'nr:, :"'jx(f!h {O 0PI01.l1 A lelccommunicdl!OnS CalTlCr musl provide
lWlifiCJtlOl1 to obLiUl opt-alii Jpprovdl Ihrougb eJectrolllc or \Nrlltcll methods, but not by oral
conmnmication (except as prO\!ldeJ 11l pllTagrapb (1) 01 tIns section) The contents of any such notlficJ1IOIl
must comply with the requirements of paragraph (c) of this section

(I) CJITlerS must WJIL a 30·day lllulimulll period of tIme atle] giving CllslOmers notice dnd an
opporHmity to opt-out before aSSlll11JIlg cuslomer <ipproval to llse. dIsclose. or permi1 dccess to CPNJ A
c"rrler mJy. 111 its dIscretJOll, provIde fOJ i.l longer pc-nod CJrners mus1 notify cllstDmers <IS 10 the
applicdb1c wdiling penod for d response before Jpprov,)) lS assumed

(i) lJl the ease of an e!ccrromc form ofncilf~ctnJC)]), lh::~ '.,\',:limg pcriDd ~~h,llJ beg:m to nm from t.he
c1JlC on which Ule notification was sent, and

(ii) In the Cdse of nOliflcation by Jl1Jil. the waiting period shall beglll to run on the lhird ddy
followiug the date thJ( the nOlific<1t1ml was mailed

(2) Carriers using t.he Opt-Ollt mechanism mUSI provide notices to their customers every two
years

(3) TelecommWllCJtions carriers that use e-mJil to provide opt-olltlJOlices must. comply with the
fblloVllng req)lrrem ems JJl addition to the requirem ems generally i::lpplicable to lJotlflcatloll.

(i) Carriers must Obtdl11 express, verlfidble, pTlor dpproval from consumers to send notices via e­
mail regarding tbeir service in general. or CPN] In parLJcllli::lr,

(Jl) CJITlers mus!. JIJow CllS(Qmers [0 reply directly to c melds cOnlaUlUlg CPNlnotices Jl] order [0

opt-oUI;

(lin Opl-Ollt e-mi::li] notices Ulat are renUlled lO the Cdnlef as llndeiIver8ble mUSl be sent to the
ClISIOlner in dnother form before cJrriers Illay consJder the cnslomer [0 have received notice,

(iv) Cimiers that lIse e.-mail (Q send ePNl notIce-oS ])1ns! ensure that the SllbjecL line of the message
clearly <ind accuralely identifies lhe subject mJl1er of the e-mail, dlld

lV) TelecommunicatiOns carriers lll11s1 llldke dVJilable 10 every customer d method to opt-oUl thaI
IS of no addjliollJI cost to the cnstomer i::lnd thaI is Jvailable 24 hOllrs a day, seven dayS a week Carriers
mJY satisfy \his requirement tlrrough a combiuatlon ofmetlJOds, so long as all cuslomers have the ability [0

~~pt-m.ll oJt no cost J.nd are ~b!e 10 effectuate Lllat ChDic~ '.'/henc"\!CT they c!loosc_

ill iJlstallftS what the Company is rtquired to obtain fustomer approval for tlle use or disdosure of
CPNI, the Compaujl obtains "opt out r

, approval ill auordallfe with tbe disclosures, methods aud
reqldremellts fOlltailled ill Rule 2008(c) and Rule 2008(d). The Company'S CPNI polities require tbat
tbe Compally provide "opt Ollt'l JJot;l'es to ;ts customers evelY two yem"s, All clistomers have the ability
to opt Ollt al 110 fosl alld using methods that are available whenever tile clistomer chooses,

(e) NOl/ce Reqwremel7{s Specific 10 Opt-in A telccommunicatlOns carrier may provide
llotific~l1ion 10 obuin opt-in approvdl through oraL Millen, or electlOllic methods The contellls of dny such
notifiCation lllust comply wilh ule requirements ofpardgfllph (c) of [hlS section

The Company does Hot ul1Telltly solidt Ilopt ;11 1/ customer approval lor the lise or disclosure of ePNJ.
The Compal1y does 110t usc, disdose or gra"t auess (0 CPNI jor allY purpose, to any party or in all)
111 anna tltat would requi,-e a customer's "opt ;11'1 approvalllllder the Commiss;o1/ 'S CPNI Rules.



(f) Notr( t' ReiJuiremenls c~JJe{l(;( t{J Ont'- Tllne Use of CPNJ (I) CdIT1Cl S l1lay use or dl no1lce 10

l.lhl,ll11 111llltul. Qlw-limc llSC oj ePNI rf)r 11l[llH1l1d and 0111bonnd cnSl01lleJ tclcp\JOJlf (OllldCb ror thc
dllTdllOn orlllc C<111. regiUclJess of whether C,}]TIOS.lI~Copt-Ollt or opt-ill ,Ipprov,d bdsect Oll lhe Jldlnre of the
COill,lCI

(2) The contents of Jny such 1l0tific;niol1 must comply with the requirements of pard graph (c) or
t111S Sectlon. except thi:lt telecomllllUllCdtlons carriers may 0111lt any of the following notIce provisions jf nOl
rfleVJllt to the limned use for W])]C1l the carTier seeks CPNl.

(I) C,uriers need Dol ddvlse Cllstomers that If they llJve opted-ollt previously, no actIOn lS needed
[0 m,lint,lin the opt-out electIon;

(il) Cdrners need not dd\'lse customers thdi. they l1ldy shJre CPNl with their JOihJ\es or thud
pJrties aud need not name those entlllcs, if the Jilll1ted CPNl \lsage will not resull in use by, (If dls,closure
10. an affiliate or lhird party;

(iil) Carriers need nm disclose llle means by which J CUSlOmel CJn deny or wnhdrJw fmure access
La CPNL so long as carriers explain [0 Cllsl0111ers lhat the scope of the approval lhe C<lrner seeks IS limited
\0 01lr-\1Il1e use, ;Uld

[l\!) Conriers may omit disclosure of the precise steps a customer must Ii.! ke in order iO gnilll or
deny dccess to CPN1. dS 10l1g as the caTTier clearly commuruCJleS lhllt the customer Cdn deny dccrss to 1115

CPNl for UJ e call.

I" illstall('es where tlrt: Company seeks oue-timt' l"l/stomer approval for the use ()r d;sdoslire of CPNl,
ti,e Company obtains slll.'h approval ;11 aCfordQlI(·e w;tlr tI,e disf!osures, mellwds alld requiremellts
m7l1a;lIed;1I Rlile 2008(1).

Section 64.2009 Safeguards required for lise of customer proprietary network jnform~tion"

(ll) Telecommunicdlloll~ CJmtTs must Implement u system by which the Sldms of J customer's
ePN] approvJI CJn be clearly eSIJbhshed prior to the use of CPN]

TI,e Compa1lY's brJling system allows authorized company person1lel to easily determine tire status of a
nistOll1er's CPNl approval on the t..'ustomer aaoulIl sueell prior to the lise or disdosure of CPNJ.

(b) Telecommunications carriers must tram their personnel as to when they Me and ,Ire Dol
JUlhorized to use CPN}, dnd carriers must have an express disciplinary process Ul place

Tire Compa1ly has establislled CPNl fompl;ann! polifies that indude employee trtli/lillg 01/ resll'idiolls
on the use and disclosure of CPN] alld required safeguards to prolat against unauthorized lise or
disclosure i~r CPNJ. Employees have signed that they underslalld the CPNl policies alld a violation 0./
those polides will result;lI disdplinaly ad;oll.

(c) AJI carriers shalJ maintdin a record, elcctrolllcdlly or in some other JllJllller, oflheir own and
therr Jffillates' s<lles and marketing CJmpalgIlS lJlat use lheir cuslomers' CPNI AJJ CJTTIETS shall mamtain a
record of <Ill insumces where CPNl WdS disclosed or provided to third partjes. or where tllrrd parties were
dl]owed access 10 CPN] The record must include J descnptlon of each camp~igIl. llle specific CPNl thJI
"Nas llsed in the campaign, Jnd what producls and Sf.rvlCes were offered as a Pdf( of Ihe cdmpJ1gJL Cmiers
'.:;lldlJ retain lJle record for d ll1lJlimum of one year

Tite CompallyJs CPNl polides ,"equ;rt: tlwi all sales alld marketing (:ampaigns iudllding thuse utiliz;ng
CPNl be re(:orded and kept onf/lejoJ' at least olle year. Re(·ords are also ma;1Itailledlor disl:!osure or
an:ess to CPNI by tlrirdparties. Tire re,:ords ;ndlfde tire required ;l~forlllation listed i/1 Rule 64.2009(().
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(d) TelecOfllmnnicJlions Ccmlers mllst estabJlsh tI Sllpervlsmy review process regarding carrier
((Jmplld..l1ce WIllI 1.1lcrules]]] lJJlS sllbpdll fiJr out-bound JllarketIng 5][U<111011.<:' Jnd fI1"Jillldlll Tecords of carriu
COIllplidlJCC for ,I JTl1lJJl11Um pCIJod oj one yetlr Specjfic<llly, sales pcr:;,oJlnel nmSI obL..llll supervismy
tlpprov<ll of iHlY proposed oUl-bound Ilurke!ing request for customer approv,ll

The Company's CPNl policies reqllire employees to obtain approval from tile Company's CPNl
Compliance OJfi(·erfor all marketing campaigns, including those lItiU7ing CPN1J prior to iuitiatiug that
campaign Re(·ord oj tbe marketing fampa;glls, along witll the appropriate .wpervis01)' approval is
11lni"tailled for at least one yen/".

(e) A telecOlmnulllcations carrier must htlve an officer, dS all agelH of {he cdlTier, sign and file
wi!h the COlTTmissJOll a compli<Ulce certificate on an aJlllU<1l bi:lsis The officer IYH1SI state in the certification
that he or she has personal .l:Jwwledge that tb.e company has established opel Jling ~rucellmes l]]at are
tldequale to ensure comphdllce WJth Lhe rules in this subpart The carriel IllUS{ provide i:l Sli:ltemelll
accompanying Ihe certificate explilining how its operating procedures ensure that it lS or is not in
compliance with the rules in this subpart lJl addition. the cJrrier must inchlde an explanation of any
dc(iollS taken llg<linSl datd brokers and a slillnnary of till cnstomer compIJ-ims reeeivell in the P<lst ye<lr
cOl1c.eming tJle ullauthoTlzed re!eJse of CPNL This filing must be made aill1\llllly with l.11e Enforcement
Rurean on or before March J in EB Docket No. 06-36, for data penaining to tJle previous calendar year.

Tile required offin~r (·ert~fi(·atiollJ mJi01IS taken agoiwJ data br,)kers and summQl)' of nfstomer
romplaillt don-onents are ilIduded with t"is aL"f:ompanying statement. The Compnny will file these
donmre11lS Oil au an1lual basis Oil or before MardI 1 for dara peJ1ain;ng to the previous (·alenda,. yt:ar.

(f) CJrners must provide written nOlice within five business days to the Commission of any
JIlslance where the opt-out mechanisms do not work properly, to snch a degree that consumers· inability to
opt-om is mOTe than an anomaly

(1) The notice sllaU be in the iOnD ofa letter, and shall include the carrier's B,Hne, a description of
the opt-out mechanism(s) used, l11e pJohlems(s) experienced, ~]e remedy proposed and when it will be/was
lmp]emel1ted, whetJler the relevJnt state conullission(s) has been notified <lnd whether it hds taken any
Jction. ;.J cupy ofUle notice provided tu customers, anll contact m[OJJ11JIIOn

(2) Such notice must be submitted even if the caTTier offers other melhods by which consumers

may opt-out.

The CompollyJs CPNl policies indude a pro('ess to provide the required written 1loti('e to tile
CommissioJl wit/lin five business days of all opt-out mahaJlism fail"re that is 11wre than an anomaly.
The pnn·edure meets tI'f! requirements listed ill Rule 64,2009(1).

Section 64.2010 Safegnards on the disclosure of cus10mer proprietaql network information.

(a) Safegu{/rding CPN] TcJec.onmlwlicallons carriers lmlst uke reasoJlJble meiJSlrreS 10 discover
ilJld protect dgainst attempls \0 gain lilltl1lthODZed tlccess to ePN] Telecommunications carriers mllSl
properly alltlleJJticate r.l customer prior to disclosing erN] based on ulslomer-lnitialed telephone COnl<lCt.
online accomll access, or an in-slOre visit

The Co;upally's CPNl polides and employee trailling include reasonable measures to discover and
proted against aUivitJ' tlrat is indicative o/pretextiug and employees are instruued to "ot~fy the CPNl
COmpliall('e Of!i(·er ~f allY sudl au,-vify is su-spet"ied.

(b) Telephone {leu!;:;.' 10 CPNl TelecommunicJlions Ctlrrlcrs Il1Jy only disclose call detail
infonnation over lhe telephone, based on cuslomer-initialed telephone COUldCI, if the cllstomer firsl
provides the CdTTIer WitJl d password. dS described in paragrapb (e) of Ihis section, th<l( is not prompted by
the carner asking for reildily "dvailable biographical infoTlllLltioll, or aCCOllIll mfOrnl<ltion. lfthe customEr
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does not provide a password, the lelecommnnlcd1ions C.lTTler ll1Jy ollly disclose CdlJ detJIl lllrOfOHtiOIl by
sending i1 to the customer's address of record. or, by callrng U1C (\Istomer Jl UH': telephollt' lllUlIber of
rE( l)l d 1r1lle cnstomCT is able 10 provide collI deL,'1il inJoDJli)lioll In lIlt' It'le.coJlllJ1\lIllCM10ns C,lfTJel dunng :1
cuswmer-inil1Jtcd call wilhout lhe teJecommuIllcanons CJTTlel'S assisLlDce, llJell U1C LelecolllilllllUClllOIIS
carner is perlllItted to dlscnss U1e call detail inforrnlltlOll provlded by the cllslomcr

The Company's CPNl poHdes ensure that a l'uslomer is un!.}' able to acreS,'" call detail information over
the telephone in olle of tile ways listed in Rule 64.20]0(&), IF Ihe customer cannot remember their
password, they are prompted to answer a sel'lIrity question, Neither the password nor the sallrity
questioll are based 011 readily available biographil'al ;l~fo,.matioll or (]Cl'01l1ll information, CustomPI'
service representatives aJ'e iustnll'ted to aUlhellt;cate l'IIst01l1ers over the teleplwl1e iu all illstallfes excepl
i/1 the l'ase where the l'ustomer provides the l'all detail illfin'l11mioll without the as,"';Slfllll'{! Of the
Company.

(c) Oil/me (Iccess /0 CPNI. A ldecommUlllcatiolls CJTTleT musl auulenticale II cuslomcr wilhom
the use of relldily avail<Jble biographical information, or account infom111tlOn. prior to allowiug U1e
customer online dCCCSS to CPNI related to a telecommunications servicc account. Once lluthenticated, the
customer may only obtain online access to CPNl relllied to d telecommunications serVICe accoml1 throngh a
password, as described III paragraph (e) oftbis section, ulat is not pJOmpted by tbe carrier asking for readily
available biographicdl information, or <lCCOUll1 Ulfom)ation

Tlte Company's CPNI polides require l'lISIomer allthentit'atilm without the lise of readily available
biograpbical informatioll 0" al'l'mm( illforml1lion prior to illitially gaining aness to an al'count ouline.
Ow:/! tbe Clistomer is aullremil'ated lire ('uSlOmer is required to use a pas,fiHJord to obtain online an'ess to

ePN/.

ld) 1J1"Slore access fO CPNJ A telecomnnmIcatlOlls carrIer ll111y disclose epN1 to d customer
who, a1 a canlcr's rctaillocatioo, first preselltS \0 the 1elecommUlllCi:ltlOl1S caTTier or its agem a valld ph010
JD matching LJ1C cllslomer's i:ICCOllllt information

Tile CompaIlY'.< CPNJ polide,' allow l1Ie Company to di.<do.<e call detail CPNJ 10 tbe wSWmer at a reta,]
IOf:ation after prest:lItin,rs a valid plwllJ ID tltal matdIes the ('lIstome,.'s alToullt illformation.

(e) EswblJshmenl Qf (I Pos5Y1,ord {lJId B{/(k-Llp AUlhen/JUlllOl1 A1erhods for LOSI or Forgoflen

Passwords. To establish a password. a lelecomnllUlicatiolls GITTJer mUSl llutheuticatc the customer without
the use of readily aVdilable biographical infonnalioll, or account informalion, Teleconmnmications GUTiers
JIlJy creale II bJck-IIp (llstomer autllcllliclliioll method in the evenl of a lost or forgotten password, blIt Stich
hdCk-up customer allthenliclllion method mdY not prompl LJIe CIlSlOlllcr for readily avail<Jblc biogTJphiclll
mforml.ll1011, or llccount information, If II cUSlOmer cannot pro\lide lhe correct password or Ule correel
response for the back-up cuslomer llutl)entiGHlOll rneUlOd, Ule customer must cst<tbIish d new password as
described in this pdI~graph.

Tile Company's CPNl polides aI/ow for a few ways to /!stahlish a password, all of w"idr eJlsure
uJmpLialll'e witll the above paragraph Eadl met/wd alsu allows tire ('us(Omer to establish a bal'k-up or
senn-ity qllestioll in tbe event that tlley Iort:el their password, 11/ 110 eve11l does the Company u.'\e readily
available biographil'al informatioll or alTount il~fo,.malioll as a bal'k-up qlle~,io" or as a means to
establish a password or autlwntfi'ate the l·ustome/".

([) 'NOlifiC{/{I011 of nccowlf dlfmges TeJeCOml1nlllJCJL10nS CJmers must notify cuslomers
lllullediately whenever II pllssword, customer response to a back-up means of <luthenticatiOll for loSI OJ
forgotten pllsswords, onJme aCCOUJ1(, or llddress of record is creJted or changed. 111is notIficJtlOll TS not
required when ule customer mIllates service, including thc selectlOn of a password at service 11lI1lJtioll
TIlis notification may be tluongh a carrier-origulllted voiceIllJiJ or text messdge to the telephone number 01
record, or by mail to the address of record, and must not reveal the changed informatJOn or be sent 10 the
new account infon1)i:ltion_
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The C0111pa11Y's bilhug 5iy.~-le1n gelltTa1eS a IJUtljil·al;OJJ letter when any l~( Ihe jields listed in Rule
64.20]0(1) is nealed OJ" dlml.~r!d. Tlte COJllfltw}' imJl1ediately /}lail.~ of/llhe notificatIon 10 lite address (~l

record (Hever a new addl·es.'\) whell ref]uired ".1' Rule 64.1()J()(f). Th(:" ((mle1T! oj tluj }/(It;jic111;oll t·o1J1plies
IV;! I, the reqlliremellts vIR 11ft.' 64.20' 0(0.

(g) BLlsllJess CU:;'lomer L".tempnoll TelecOlllll1UlllCJt.iolls CJTJ1ClS J1lJy bll1d l.hemselves
cOJltrJctually to anthenticatlon regimes other than those described in tbis sectioll for services they provide
to tlleIT business customer thJ1 hJve bOlh a dedicated JCC0lll1( represell{Jtive and J contract that specifically
dddresses the CaJTlerS' protectiOll ofCPNL

nEe Company has contraftllal agreeme1lts ;11 plafe with various business fllstomers. The fo/tlral'/S
s"ef~lifally address the fan·iers' protatioll of the business flistomerJs CPNJ in aa-ordmlfe with Rule
64.20JO(g), i1/dllding a dedifated {lao/IlI1 representative..

Section 64.20ll Notification of customer proprietary network inlormation security
breaches.

(<J) A telecommunicdtions carrier shl.llJ notify J<lW enforcement ofJ breach of its customers' ePNJ
JS provided in this section. TIle caITier shall n01 notify its customers or disclose (he breach publicly,
whether voluntarily or lUlder SIdle or localli:lw or these mles, until it has completed the pJocess Ofllotifying
Idw enforcement pursnmn to pmagrdph (b)

(b) As soon l.lS practicdble, and in no event hJter than seven (7) bllsiness days, <.Jfler reJsonable
detemllilJtiOll of [he bredch. the telecoJ1ll11unicl.ltions carrler shJlI elecrTOllicllly nOlify the United St,ne;;
Secret Service (USSS) dnd Ibe Federdl Buredn of InvestigdtlOll (FBI) throngh d centrdl reporting fdcility
The Commission willll1<JlJ)tJill J link 10 the reponulg facility lit httpJlwww.fcc govJebJcpni

(1) NOlwnhsLmding Jny sli..l1e lJW 10 the contrary. the cdmer Slidll 1I0! lJQ(ify ClISlomers or
disclose the breach 10 the public 111l1il 7 full business days have passed <lfter notificdlioll to the USSS dlld
tile FB] except" provIded in paragrapl1s (2) m1d (3).

(2) lftl1e carner believes that tbere is an exrraordinarily urgent need 10 notify any class of affected
customers sooner tll<lll otherwise Jliowed under paragraph (1), ill order to <lvoid immediate and irreparable
harm, it sh<.lll so illruetHe Ul ilS 1l01ific<:ltioll and m<:ly proceed to immediately notify its affected customers
only after consultation witll the relev<:lnl ulvestigating agency. The carrier shall cooperale with tlle relevant
investigating agency's requesl to minulllze ,my ddverse effects OfSllCh customer 110tific<Jtiol1.

(3) If the relevallt ulVesligl.lting agency determmes Lhat Lhe publIC disclosme or notice to
customers would impede or compromise <In ongoing or potelltial criminal investig<Jtion or nat10nal security.
such agency mJY direct the em-jer nol W so disclose or notify for an init;;'11 pe:r-inrl nfnp In 10 drlys S-\lC])
period l11<ly be extended by the Jgency JS reasonJble necessary in l.he judgment of tbe agency. If such
direction is given. 11,e agency shall notify the carrier when it appems thai public disclosure or notice 10
affected customers win no lDnger impede or compromise <:l criminal investigation or national secllrity The
agency shall provide in writing its initiJl direction to the carTIer, any subsequent extension, and my
notlfication tllat notice will no longer impede or compromise a crimulal investigation or national security
<Ind such writings shall be contempordn eou sly logged on tlle same reporting facililY that cont<:llns records of
notjficl.ltions filed by carriers.

(c) Recordkeep/lIg All carners sh<.l]] malmaul a record. electronically or in some other mt.l1lJleT, of
,my brel.lches discovered, notifiCdtJon made to tilE USSS aJld l.hE FBI pursuant to pJragraph (b). 'Illd
notification made to CllSlOmers The record lllllSt mclnde, if iivniJahle. diitES of discovery cmd nOllficJtion, a
detajled description of the ePN] thJl waS lhe subJec\ of the breach. and tlle CJTCllmst,lllces of the bre<:lch.
Carriers shdll retaul the record for d mmillHm1 of 2 years
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The Compo"y has poH6es and prol'edures ill plaee to ensure fompliall(Oe with Rule 64.20110 When it is
reaso1lably dt.1e,'miucd l11al a bread, !las O(TIIlTed~ the CPNJ Complianee O.ffiloer will Ilot(fy law
ellforcemell1 GIFd its l us1011ler ill ll,e required tim(frames... A rCloord of the breach will be 11lai1llained for
11 l11im1ll/l111 I~I t)Vo years and Ivill ;JllllI!l/y all I/I/ormati01l required by Rule 6402i)J J.

9


